NAVFAC Far East CIO Check-In Process (Yokosuka Only)
Last Updated: 02/07/2020 (B R FBIRIZR— 5 LIFESHR)

Welcome:

Welcome to NAVFAC Far East! The NAVFAC Far East Check-In process was created
to standardize the check-in process by providing clear guidance which will reduce errors
and keep things running along smoothly. We are glad to have you here if you abide by
NAVFAC, ONE-Net, and DoD regulations. We will do our best to make this as easy as
possible for you and your supervisor or sponsor.

This document can be found on the NAVFAC Far East CIO2 Instruction and Forms:
https://hub.navfac.navy.mil/webcenter/portal/[FE_CIO/page1325? afrLoop=1582565270
53802& _adf.ctrl-state=17payjlchk 274#!

This process does not cover SAAR-N Extensions, ONE-Net Account Transfers or
SAAR/SAAR-Ns for other applications like FIS and SIPRNET. This process does not
currently apply to Check-Ins for other NAVFAC Far East sites outside of Yokosuka. Site
TASOs outside of Yokosuka should send signed SAAR-Ns and IA training certificates in
an e-mail to NAVFACFE _TAM@fe.navy.mil with the user’s name in the subject.

NAVFAC Portal:

The NAVFAC Portal contains lots of important information. It is highly recommended
that you create a NAVFAC Portal account after your ONE-Net account is created and
you can get online. Please use a Military or USCS employee with an active Portal
account to sponsor you for an account in the Sponsor section of the registration page.

NAVFAC Portal Account Simplified Sign-On (SSO) Registration:
https://hub.navfac.navy.mil/webcenter/ShowProperty?nodeld=%2F WebCenterSpaces-
ucm%2FID_3023206%2F%2FidcPrimaryFile&revision=latestreleased

NAVFAC Far East CIO Portal Page:
https://hub.navfac.navy.mil/webcenter/portal/[FE_CIO/pagel15? afrLLoop=158239083736
457& adf.ctrl-state=17payjlchk 217#!

NAVFAC Far East CIO Frequently Asked Questions:
https://hub.navfac.navy.mil/webcenter/portal/[FE_CIO/pagel12? afrl.oop=158560358002
174& _adf.ctrl-state=17payjlchk 400#!

NAVFAC Far East CIO How To’s:
https://hub.navfac.navy.mil/webcenter/portal/[FE_CIO/pagel186? afrL.oop=15850611035
6316& adf.ctrl-state=17payjlchk 323#!




Getting Help:

ONE-Net Help Desk:
If your issue is related to ONE-Net, please contact the ONE-Net Help Desk.

Atsugi: DSN 315-264-3456
Diego Garcia: DSN 315-370-2600
Korea: DSN 315-550-5463
Misawa: DSN 315-226-2081
Okinawa: DSN 315-634-6338
Sasebo: DSN 315-252-0226
Singapore: DSN 315-421-2349
Yokosuka: DSN 315-243-3883

Support Tracking System (STS):

STS Ticket is required for all NAVFAC IT requests. To submit a ticket, please click
the’STS Ticket’ button on bottom part of the NAVFAC FE Portal Page:
https://hub.navfac.navy.mil/webcenter/portal/fe/Home

NAVFAC Portal Help Desk:
NAVFAC Portal Issues should be directed to the NAVFAC Information Technology
Center (NITC): NITC_Operations_Watch@navy.mil or DSN: 312-551-2555

Establishing ONE-Net Account:
1) Sponsor or Supervisor must submit an STS Ticket in the NAVFAC Portal. The

category is “IT Support” and the subcategory is “Employee Check-In".
Make sure to put user’s workstation name in the ticket. Workstation Name is
shown on an ONE-Net label attached on a PC. If those information are
insufficient, process may delay or prevent further processing of request.
To submit a ticket, please click the *STS Ticket’ button on bottom part of the
NAVFAC FE Portal Page:
https://hub.navfac.navy.mil/webcenter/portal/fe/Home

2) Proof of Cyber Awareness Challenge Training from the current fiscal year is
required and will be sent to ONE-Net to process your account. Please see page #4
of this guide for more detail.

3) ONLY digitally completed SAAR-N form is accepted. The English SAAR-N
(OPNAYV 5239 Rev 9/2011) is the only form approved by ONE-Net. Instructions
for filling out the SAAR-N are included this guide.

English SAAR-N Link:
https://ossp.fe.navy.mil/fareast/site/Shared%20Documents/ONE-
Net%20SAAR_N%20v3%20(20190813).pdf




4) Please send the user’s completed SAAR-N form and IA training certificate to:
NAVFACFE _TAM@fe.navy.mil
*Before you send, rename them using below formats:
For SAAR-N) Lastname Firstname SAARN.pdf (e.g. Yoko John SAARN.pdf)
For IA training cert) Lastname Firstname CAC.pdf (e.g. Yoko John CAC.pdf)

5) Contact Security Office (Mr. Aron Mell- Aron.Mell@fe.navy.mil) and provide
the following information based on the individual user’s status:
a. For USCS: CAC ID Number and date of birth.
b. Philippine National Employees of Diego Garcia: NBI documentation.

6) The user’s supervisor or sponsor will receive the user’s notification of account
creation and user can log onto a workstation with their CAC and PIN code as
prompted by the ONE-Net message. Once their account is setup, they should see
the NAVFAC Far East Information Assurance Manager (IAM) for signature on
the NAVFAC FE Check-In Sheet.

How to complete new ONE-Net SAAR-N document:

Part I: Completed by Employee and Supervisor/Sponsor:

Type of Request: ‘Initial” block should be checked off

Date: “must be” the date user is reporting to NAVFAC Far East

System Name ’ONE-Net, NAVFAC Portal’

Location: Please describe your Building Number

Column 1. Name: User’s Official Full Name Example: Lee, Ryan M

Column 2. Organization: NAVFAC Far East

Column 3. Office Symbol/Department: (i.e. CIO, FM, PRY 11, PW, etc.)

Column 4. Phone: Required (if unknown use Supervisor’s number)

Column 5. Official E-Mail Address: Leave this blank for initial accounts

Column 6. Job Title and Grade/Rank: both required (ex. Engineer Technician 1-5,
Program Manager GS-12, or Captain 0-6)

Column 7. Official Mailing Address: For Yokosuka, describe ‘PSC 473 Box13 FPO AP,
96349-0013°

Column 8. Citizenship: US for USCS & Military, FN for MLC

Column 9. Designation of Person: Civilian for USCS, Military for Military, and
Contractor for MLC

Column 10. IA Awareness Training Requirement: box MUST be checked and date
MUST be within current Fiscal Year and match the date submitted on IA training
certificate




Part Il: Completed by Supervisor:

Column 11. Justification for Access: Copy following statement “ONE-Net system access
for daily job assignments and operations”

Column 12. Type of Access Required: Check ‘Authorized’

Column 13. User Requires Access To: Check ‘Unclassified’

Column 14. Verification of Need to Know: Check ‘I certify that this user requires...’
Column 14a. Access Expiration Date:

Civilian, Military, and MLC put their CAC Expiration Date using ddMMMyyyy format
Contractors put Company Name, Contract Number, and CAC Expiration Date.

If the user is TDY, put last day plus one date of official NAVFAC Far East assignment
Column 15 - 16b. Supervisors Information: Note: 16a should be digitally signed by the
supervisor

Colum 17- 17b. Signature of Information Owner: Leave Blank

Column 18-21. Signature of IAM or Appointee: Leave Blank

User Agreement and Responsibilities: User must read, understand, and complete
appropriate blocks: Column 23 — 25 Note: 24 should be digitally signed by the user

To sign the block 24 digitally without ONE-Net account, instructions located:
https://hub.navfac.navy.mil/webcenter/content/conn/WebCenterSpaces-
ucm/uuid/dDocName:ID_3023146%ext=.pdf

Part 111 and 1V: Leave Blank

DoD Cyber Awareness Challenge Training Certificate:

TWMS is the preferred method to complete the training, but it is understood there are
difficulties accessing it for new employees. The user may be able to contact their
previous Command’s Information Assurance Manager (IAM) for a copy of their
certificate. If there user does not have a printed copy or a pdf file of their Cyber
Awareness Challenge certificate for the current fiscal year, they need to take the training
via the Defense Information Systems Agency (DISA) website
https://public.cyber.mil/training/cyber-awareness-challenge/

How to take the training in TWMS Self-Service Module:
- Go to https:// TWMS.Navy.mil
- "Click Here for Self-Service/myTWMS" (the yellow button)
- "Notice - Your currently have outstanding training requirements..." Click Yes
- DOD CYBER AWARENESS CHALLENGE 2020 (ID: DOD-IAA-V17.0, Course #:
673582) and Click "Start New Session"
If you cannot locate the training with the above instructions:
- Under "Tools/Actions" on the left-hand side of the screen, click "Online Training and
Notices"
- Click "Online TWMS" and search: “673582”
- Choose "CYBER AWARENESS CHALLENGE 2020 ID: DOD-IAA-V17.0, Course #:
673582) and Click "Start New Session"
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English SAAR-N Link:

https://ossp.fe.navy.mil/fareast/site/Shared%20Documents/ONE-

Net%20SAAR N%20v3%20(20190813).pdf
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NAVFACFE IAM@fe.navy.mil [ZE 2T EZE LY,
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For SAAR-N) Lastname Firstname SAARN.pdf (. Yoko John SAARN.pdf)
For IA training cert) Lastname Firstname CAC.pdf ({§l.Yoko John CAC.pdf)
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ONE-Net SAAR-N 7 +#—L®DiEEAFE:

Partl: EE., GO LEBEICK-TRAShET:

Type of Request: ‘Initial’ #IZF T v Z L TTF LY,

Date: NAVFAC Far East ~N\DFIHEIHZ ZBAT S LY,

System Name ’ONE-Net, NAVFAC Portal’ & ZEBAT LY,

Location: E¥MEEZ AT LY,

Column 1. Name: A—H—D I AR—LZEZTIIT 7Ry hTIEBAT I, 4l
Lee, Ryan M

Column 2. Organization: NAVFAC Far East & TS A T &L,

Column 3. Office Symbol/Department: FIE9 574 7 4 RDOBEFZE ZSEAT LY,
(f5l. CIO, FM, PRY 11, PW, %2 &)

Column 4. Phone: FHINSEBHEEFSE ATV, (L LEBFLETHVGS.
BOWLREDGEIIEEENDESTEZRRATEY)

Column 5. Official E-Mail Address: #3 ZHDEFIZL TT LY,

Column 6. Job Title and Grade/Rank: & H[CHBE LK Y FET, T3 0T TiREA
T &L, (. Engineer Technician 1-5, Program Manager GS-12, or Captain 0-6  7£ &
)

Column 7. Official Mailing Address: #ZBEDHS. ‘PSC 473 Box13 FPO AP,
96349-0013° & ZEEAT &L,

Column 8. Citizenship: WY ELDIZF v ZHFEELVE L FJ: Civilian &
Military [£°US’. MLC [ ‘EN’ &Y FT,

Column 9. Designation of Person: @Y HDIZF v I ZHFEIVEL £9, USN:
‘Military’, USCS: ‘Civilian’, MLC: ‘Contractor’

Column 10. IA Awareness Training Requirement: Ry 7 X ZhdT F vV IESE. B
FY AD Bt %= Z588 AT &Ly, B Cyber Awareness Challenge {8 T SEEEE D £
DE—HBLTWSARELAHY FT,

PartIl: BEB&EICk > TRAShET:

Column 11. Justification for Access: A FDXEZIAE—TF7 2V FR—X FLTT &Y,
“ONE-Net system access for daily job assignments and operations”

Column 12. Type of Access Required: ‘Authorized’ [ZF v 49 L TT &Ly,

Column 13. User Requires Access To: ‘Unclassified’ [ZF v 49 L TTF &L,

Column 14. Verification of Need to Know: ‘I certify that this user requires access as
requested.’ [CF T v LTTF LY,

Column 14a. Access Expiration Date:

Civilian, Military, % L T MLC W A& CAC LDEDEAR (EX: ddMMMyyyy) %
CEATELY,

AV RSO A—DAIEEER. BUNES. CACLOBEMHARZ CEBAT LY,
aA—H—H TDY THELTWSEE. FEXRKBE+ 1BOBRMZIEAT I,
Column 15 - 16b. Supervisors Information: B2 B & DE#HZEZ LA T LY,

XColumn 16 (X TR ILY A UHABETY
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Column 17 - 17b. Signature of Information Owner: ZZHDEFEXIZL TT LY,

Column 18 — 21. Signature of IAM or Appointee: ZZHDETFIZCLTTFT LY,

Column 23 — 25. User Agreement and Responsibilities: 1—H—I[ZHhIT HZE L. B
L., WEGRESLEALYA D LAGFNIELGY FEA: %Column 24 (FT 22U
YA UNBETT, ONE-Net 7H 2 R LT Column 24 2T VR IILH A U %ET
BHEFUTESRLTSESL
https://hub.navfac.navy.mil/webcenter/content/conn/WebCenterSpaces-
ucm/uuid/dDocName:ID_30231467ext=.pdf

Part Il and IV: ZHDEFFICLTF LY

DoD Cyber Awareness Challenge 1€ T I :

TWMS L TOZBEANEFLLDTI D, FHIREEDIHZE TWMS7THD Y AL
CELWMEELHY FT, 2 —F—(XLIFTDEREKD Information Assurance
Manager (IAM) [Z:E#&Z &Y. BTIRIZRYFE oML LAFERA, L
—HF—NEFY D TWMS DIEETHZHFLETHEWNMES. UTOYzIH4 +LE
TZELTTILY,

Defense Information Systems Agency (DISA) website:
https://public.cyber.mil/training/cyber-awareness-challenge/

TWMS Self-Service Module L T®D b L—=> 45 Z5E%:
- https://TWMS Navy.mil [C7 2 XL TT &L,
- "Click Here for Self-Service/myTWMS" (EENDHKRA )
- "Notice - Your currently have outstanding training requirements..." @ Yes Z#%9 1J v 9
- DOD CYBER AWARENESS CHALLENGE 2020 ID: DOD-IAA-V17.0, Course #:
673582) Z &R
- "Start New Session" &% 1) v ¥
HLUEDAETRL—Z VT #EIRTELREGS:
- "Tools/Actions" T @ EEZA|D#E. "Online Training and Notices"Z 7 1) v U
- "Online TWMS"Z 7 ') w I L. “673582” &L 1R%R
- "DOD CYBER AWARENESS CHALLENGE 2020 (#673582, ID: DOD-IAA-V17.0,
CEU: 1)"&:&iR,
- "Start New Session" &2 1) v 9




